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1
Decision/action requested

This contribution proposes to add a new key issue in TR 33.739
2
References

[1] TS 33.739 v020

3
Rationale

This contribution provides a new key issue to TR 33.739
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of Change ****************************

5.2.x
Key issue #1.x: Key issue on secure retrieval of UE id
5.2.x.1
Key issue details

According to SA6 requirements and SA2 specification the Edge Application Server (EAS) is capable to retrieve UE id from a network identifier (e.g. IP address, MAC address) to be used in subsequent API calls. 
More specifically, in TS 23.501 Clause 5.20 describes how NEF may determine the Permanent identifier of the UE, and also how NEF may provide an AF specific UE identifier to the AF by Nnef_UEId service. 








There are some requirments in TS 23.501 on the AF specific identifier: 
“

The AF may have its own means to maintain the AF specific UE Identifier through, e.g. an AF session. After the retrieval of an AF specific UE Identifier the AF shall not keep maintaining a mapping between this identifier and the UE IP address as this mapping may change.

The AF specific UE Identifier shall not correspond to a MSISDN; it is represented as a GPSI in the form of an External Identifier. When used as an AF specific UE identifier, the External Identifier provided by the 5GCN shall be different for different AF.

NOTE 1:  This is to protect user privacy.

NOTE 2:  How to enforce that the AF specific UE Identifier is different for different AFs is defined in TS 33.501 [29].” 

”

So far there is no solution to address NOTE 2 on how to enforce the AF specific identifier to be different for different AF. In S3-212355-“Reply LS on IP address to GPSI translation”, it was indicated that “SA3 agrees on that a mechanism to support “GPSI per AF” helps to prevent possible tracking of users among AFs”. 

Note worthy SA3 did not conclude the security aspects related to the UE id retrieval and whether AF spefic Id resolves all privacy issues, thus the Key Issue proposes to revisit this topic and to study how the Edge Application Server can access the Edge Enablement Server without violating UE privacy.   
5.2.x.2
Security threats

Without proper security mechanisms Nnef_UEId service can be abused to track UEs, thus compromising the privacy of the UE. 
For example, without proper mechanism to make AF specific UE identifier unique and temporary among different AFs, there might be potential tracking of users. 

5.2.x.3
Potential security requirement

5G system should provide mechanism to enforce AF specific UE identifier to be different for different NFs. 
5G system should provide adequate security mechanisms, which prevent the tracking of the UE and potential privacy breaches. 
***************************End of change****************************

